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DETAILED ACTION 

1 . Claims 27-55 are pending for consideration. 

Information Disclosure Statement 

2. The information disclosure statement filed on 08/14/2006 fails to comply 
with 37 CFR 1 .98(a)(2), which requires a legible copy of each cited foreign patent 
document; each non-patent literature publication or that portion which caused it 
to be listed; and all other information or that portion which caused it to be listed. 

It has been placed in the application file, but the information referred to therein 
has not been considered. 

Drawings 

3. Figures 1-4 should be designated by a legend such as --Prior Art- 
because only that which is old is illustrated. See MPEP § 608.02(g). Corrected 
drawings in compliance with 37 CFR 1.121 (d) are required in reply to the Office 
action to avoid abandonment of the application. The replacement sheet(s) 
should be labeled "Replacement Sheet" in the page header (as per 37 CFR 

1 .84(c)) so as not to obstruct any portion of the drawing figures. If the changes 
are not accepted by the examiner, the applicant will be notified and informed of 
any required corrective action in the next Office action. The objection to the 
drawings will not be held in abeyance. 
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Claim Objections 

4. Claims 28-44 are objected to because of the following informalities: 

• In line 1 of claims 28-44, the phrase "A method" should be changed to 
"The method". 
Appropriate correction is required. 

Claim Rejections - 35 USC §112 

5. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

6. Claims 27-44 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. 

7. Claim 27 recites the limitation "returning from the proxy " in lines 8, 10, 12, 
and 14. There is insufficient antecedent basis for this limitation in the claim. 

8. The dependent claims are depended on the rejected base claim, and are 
rejected for the same rationales. 

Claim Rejections - 35 USC § 101 

9. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or 
composition of matter, or any new and useful improvement thereof, may obtain a patent 
therefor, subject to the conditions and requirements of this title. 

10. Claims 47, 49, and 53-55 are rejected under 35 U.S.C. 101 because the 
claimed invention is directed to non-statutory subject matter. The "HIP proxy" 



Application/Control Number: 10/589,238 Page 4 

Art Unit: 2431 

claims do not fall within any of the four statutory classes of an invention as 
defined in 35 USC 101. 

1 1 . Claims 48-55 are rejected under 35 U.S.C. 1 01 because the claimed 
invention is directed to non-statutory subject matter. With respect to claims 48- 
55, each of the claims is directed to a program for performing specific method 
steps. Computer program claims do not fall within any of the four statutory 
classes of an invention as defined in 35 USC 101. 

12. Claims 50-55 are rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. For claims 50-55, 
applicant's "carrier medium" is not limited to embodiments that fall within a 
statutory category of an invention (see paragraph [0066] (The operating program 
may be carried on a carrier medium, which may be a transmission medium or a 
storage medium). 



Claim Rejections - 35 USC § 102 

1 3. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

14. Claims 27-28, 32-34, and 36-55 are rejected under 35 U.S.C. 102(a) as 
being anticipated by Eggert (Reference U: HIP Rendezvous Mechanisms) 
(hereinafter Eggert). 
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Regarding claim 27, Eggert discloses a method of at least partially 
securing communications, via a Host Identity Protocol, HIP, proxy, between a 
first host which is not HIP enabled and a second host which is HIP enabled 
(Eggert: see figure 4 on page 12), the method comprising: sending a query from 
the first host to resolve the Internet Protocol, IP, address of the second host 
(Eggert: see figure 4; page 12, section 4.2, in step #3: I initiates a transport- 
layer...; and page 10, second paragraph: Without Rendezvous Servers, 
communication between HIP and non-HIP nodes remains identical to the current 
Internet. Transport-layer protocols bind directly to IP addresses. When IP 
addresses change, due to mobility or other reasons, transport-layer connections 
break); in response to said query, retrieving an IP address and Host Identity Tag, 
HIT, associated with the second host (Eggert: figure 4, step # 4); in response to 
said retrieval, returning from the proxy a substitute IP address associated with 
the second host (Eggert: see page 10, third paragraph; and page 1 1 , last 
paragraph: non-HIP node I. ..using the IP addresses IP(RVS) obtained from the 
DNS); maintaining at the proxy a mapping between the substitute IP address, the 
retrieved IP address and the retrieved HIT (Eggert: page 11, section 4.1; and 
page 3, third paragraph: Transparent communication between HIP and non-HIP 
nodes places additional restrictions on the lookup mechanisms. For example, 
non-HIP nodes expect DNS lookups to return IP addresses, requiring the HI->IP 
mapping (or a representation thereof) to remain in the DNS. Section 4 discusses 
communication between HIP and non-HIP nodes and describes different 
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alternatives that support it); and upon receipt of a session initiation message at 
the proxy from the first host including as its destination address the substitute IP 
address, using the mapping to negotiate a HIP connection between the proxy 
and the second host (Eggert: see figure 4, step # 5; page 1 1 , last paragraph: The 
Rendezvous Server RVS must then transparently relay the communication to 
one of R's current IP addresses IP(R) in step # 5; page 12, first paragraph: End- 
to-end communication...; and page 2, sixth paragraph: Without HIP, nodes 
establish transport-layer connections by first looking up the fully-qualified domain 
name (FQDN) of a peer in the DNS. A successful DNS lookup returns the peer's 
IP addresses. A node uses one of the returned IP addresses to initiate transport- 
layer communication with a peer node). 

Regarding claim 28, Eggert further discloses comprising looking up the 
retrieved IP address and the retrieved HIT from the mapping based on the 
substitute IP address in the session initiation message, and performing the HIP 
negotiation using the retrieved IP address and the retrieved HIT to locate and 
identify the Responder in the HIP negotiation together with an IP address and 
HIT of the proxy to locate and identify the Initiator in the HIP negotiation (Eggert: 
see figure 4; and page 12, first paragraph: End-to-end communication...). 

Regarding claim 32, Eggert further discloses wherein the retrieved IP 
address is the actual IP address of the second host (Eggert: See figure 4; and 
page 2, sixth paragraph: Without HIP, nodes establish transport-layer 
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connections by first looking up the fully-qualified domain name (FQDN) of a peer 
in the DNS. A successful DNS lookup returns the peer's IP addresses. A node 
uses one of the returned IP addresses to initiate transport-layer communication 
with a peer node). 

Regarding claim 33, Eggert further discloses comprising generating the 
substitute IP address at the proxy (Eggert: see figure 4, step # 4). 

Regarding claim 34, Eggert further discloses comprising, for an outgoing 
message received at the proxy after the HIP connection has been established 
including as its destination address the substitute IP address, using the mapping 
to route the message over the HIP connection to the second host (Eggert: see 
figure 4, step # 5). 

Regarding claim 36, Eggert further discloses comprising completing the 
establishment of communications between the first and second hosts by 
forwarding the session initiation message from the proxy to the second host over 
the HIP connection, replying with a session acknowledgment message from the 
second host to the proxy over the HIP connection, and routing the session 
acknowledgment message to the first host (Eggert: page 12, first paragraph; and 
page 2, sixth paragraph: Without HIP, nodes establish transport-layer 
connections by first looking up the fully-qualified domain name (FQDN) of a peer 
in the DNS. A successful DNS lookup returns the peer's IP addresses. A node 
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uses one of the returned IP addresses to initiate transport-layer communication 
with a peer node). 

Regarding claim 37, Eggert further discloses wherein the session 
acknowledgment message is a TCP ACK message (Eggert: page 8, figure 3). 

Regarding claim 38, Eggert further discloses wherein the session initiation 
message is a TCP SYN message (Eggert: see page 16; and page 2, sixth 
paragraph: Without HIP, nodes establish transport-layer connections by first 
looking up the fully-qualified domain name (FQDN) of a peer in the DNS. A 
successful DNS lookup returns the peer's IP addresses. A node uses one of the 
returned IP addresses to initiate transport-layer communication with a peer 
node). 

Regarding claim 39, Eggert further discloses comprising, for an incoming 
message received at the proxy from the second host over the established HIP 
connection, using a NAT function of the proxy to route the message to the 
appropriate destination host (Eggert: page 17, section 5.3 Tunneling). 

Regarding claim 40, Eggert further discloses wherein the query is a DNS 
query (Eggert: see figure 4; page 12, section 4.2, in step #3: I initiates a 
transport-layer...). 
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Regarding claim 41, Eggert further discloses wherein the proxy performs 
the step of retrieving the IP address and HIT associated with the second host 
(Eggert: see figure 4; page 12, section 4.2, in step #3: I initiates a transport- 
layer...). 

Regarding claim 42, Eggert further discloses wherein the proxy retrieves 
the IP address and HIT associated with the second host from an external DNS 
server (Eggert: see figure 4, step # 5; page 1 1 , last paragraph: The Rendezvous 
Server RVS; and page 2, sixth paragraph: Without HIP, nodes establish 
transport-layer connections by first looking up the fully-qualified domain name 
(FQDN) of a peer in the DNS. A successful DNS lookup returns the peer's IP 
addresses. A node uses one of the returned IP addresses to initiate transport- 
layer communication with a peer node). 

Regarding claim 43, Eggert further discloses wherein the proxy retrieves 
the IP address and HIT associated with the second host from an internal DNS 
server (Eggert: page 1 1 , last paragraph: The Rendezvous Server RVS). 

Regarding claim 44, Eggert further discloses wherein the proxy intercepts 
the query from the first host (Eggert: see figure 4, step # 5). 
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Regarding claims 45-47, these claims have limitations that is similar to 
those of claim 1 , thus they are rejected with the same rationale applied against 
claim 1 above. 

Regarding claim 48, Eggert further discloses a computer program which, 
when run on a HIP proxy, causes the proxy to carry out a method as claimed in 
claim 46 (Eggert: see page 10, fourth paragraph: The HIP architecture document 
[2] discusses the role of Rendezvous Servers in HIP communication. However, it 
does not currently describe the details of how Rendezvous Server relay traffic 
between HIP and non-HIP nodes. The remainder of this section presents this 
aspect of Rendezvous Servers). 

Regarding claim 49, Eggert further discloses a computer program which, 
when loaded into a HIP proxy, causes the proxy to become one as claimed in 
claim 47 (Eggert: see page 10, third paragraph and fourth paragraph). 

Regarding claim 50, Eggert further discloses a computer program as 
claimed in claim 48, carried on a carrier medium (Eggert: page 9, first paragraph: 
This approach changes...). 

Regarding claim 51 , Eggert further discloses a computer program as 
claimed in claim 50, wherein the carrier medium is a transmission medium 
(Eggert: Eggert: page 17, section 5.3 Tunneling). 
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Regarding claim 52, Eggert further discloses a computer program as 
claimed in claim 50, wherein the carrier medium is a storage medium (Eggert: 
page 9, first paragraph: This approach changes...). 

Regarding claim 53, Eggert further discloses a computer program as 
claimed in claim 49, carried on a carrier medium (Eggert: page 9, first paragraph: 
This approach changes...). 

Regarding claim 54, Eggert further discloses a computer program as 
claimed in claim 53, wherein the carrier medium is a transmission medium 
(Eggert: page 17, section 5.3 Tunneling). 

Regarding claim 55, Eggert further discloses a computer program as 
claimed in claim 53, wherein the carrier medium is a storage medium (Eggert: 
page 9, first paragraph: This approach changes...). 

Claim Rejections - 35 USC § 103 

1 5. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 1 02 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 
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16. Claims 29-31 and 35 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Eggert in view of Nikander (Reference V: End-Host Mobility 
and Multi-homing with Host Identity Protocol) (hereinafter Nikander). 

Regarding claim 29, Eggert does not disclose wherein the retrieved IP 
address is the IP address of a Forwarding Agent used by the second host, and 
further comprising initiating the HIP negotiation between the proxy and the 
second host by sending the initial HIP negotiation packet to the Forwarding 
Agent. However, Nikander discloses wherein the retrieved IP address is the IP 
address of a Forwarding Agent used by the second host, and further comprising 
initiating the HIP negotiation between the proxy and the second host by sending 
the initial HIP negotiation packet to the Forwarding Agent (Nikander: page 10; 
section 4.4 Forwarding Agents; page 12, section 5. Protocol Overview). 
Therefore, It would have been obvious to a person skilled art at the time the 
invention was made to have included in Eggert the feature of Nikander as 
discussed above because HIP node may use the Forwarding Agent for acting as 
a gateway when peer node wants to use a IP protocol version that the HIP node 
behind the Forwarding Agent does not directly support (Nikander: page 10, 
section 4.4 Forwarding Agents). 

Regarding claim 30, Eggert as modified discloses comprising, following 
receipt of the actual IP address of the second host at the proxy during the HIP 
negotiation, including the actual IP address in the mapping maintained at the 
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proxy (Nikander: page 4, first paragraph: layer, and introduces...). The same 
motivation was utilized in claim 29 applied equally well to claim 30. 

Regarding claim 31, Eggert as modified discloses wherein the retrieved IP 
address is replaced in the mapping by the actual IP address following its receipt 
at the proxy (Nikander: pages 6-7, section 3.1 End-host mobility; and page 10, 
section 4.4 Forwarding Agents). The same motivation was utilized in claim 29 
applied equally well to claim 31 . 

Regarding claim 35, Eggert as modified discloses wherein the retrieved IP 
address is the IP address of a Forwarding Agent used by the second host, and 
further comprising: initiating the HIP negotiation between the proxy and the 
second host by sending the initial HIP negotiation packet to the Forwarding 
Agent (Nikander: page 10; section 4.4 Forwarding Agents; page 12, section 5. 
Protocol Overview); following receipt of the actual IP address of the second host 
at the proxy during the HIP negotiation, including the actual IP address in the 
mapping maintained at the proxy (Nikander: pages 6-7, section 3.1 End-host 
mobility; and page 10, section 4.4 Forwarding Agents); looking up the actual IP 
address and the retrieved HIT from the mapping based on the substitute IP 
address in the outgoing message (Nikander: pages 6-7, section 3.1 End-host 
mobility); routing the outgoing message to the second host using the actual IP 
address and the retrieved HIT to locate and identify the destination of the 
message (page 10, section 4.4 Forwarding Agents); and using an IP address and 
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HIT of the proxy to locate and identify the source of the message (Nikander: 
pages 6-7, section 3.1 End-host mobility; and page 10, section 4.4 Forwarding 
Agents). The same motivation was utilized in claim 29 applied equally well to 
claim 35. 



Conclusion 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to TRANG DOAN whose telephone number is 
(571 )272-0740. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, William R. Korzuch can be reached on (571) 272-7589. 
The fax phone number for the organization where this application or proceeding 
is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786- 
9199 (IN USA OR CANADA) or 571-272-1000. 

/Trang Doan/ 
Examiner, Art Unit 2431 
/Syed Zia/ 

Primary Examiner, Art Unit 2431 



